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[X509] ITU-T Recommendation X.509 (2000) | ISO/IEC
9594-8:2000, Information technology — Open Systems
Interconnection — The Directory: Authentication Framework
[X609] ITU-T Recommendation X.609 (2002) | ISO/IEC
8825-1:2002, Information  technology =~ —  ASN.1
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Encoding Rules : Specification Of Basic Encoding Rules
(BER),  Canonical Encoding Rules (CER) And
Distinguished Encoding Rules (DER)

[RFC2119] IETF, RFC2119, Key words for use in RFCs to Indicate
Requirement Levels, March 1997

[RFC3280] IETF  RFC 3280, Internet X.509 Public Key
Infrastructure: Certificate and CRL Profile, 2002

[PKCS7] RSA Laboratories PKCS#7 v1.5, Cryptographic Message
Syntax Standard, 1993

[RFC3275] IETF, RFC3275, (Extensible = Markup Language)
XML-Signature Syntax and Processing, March 2002

[RFC2119] I[ETF, RFC2119, Key words for wuse in RFCs to
Indicated Requirement Levels, March 1997

[RFC2279] [ETF, RFC2279, UTF-8, a transformation format of
[SO 10646, January 1998

[XMLDSIG] XML, XML-Signature Syntax and Processing, February, 2002

[XMLENC] XML, XML Encryption Syntax and Processing, December, 2002

32 3 2% ¥ 4

[KCAC.TS.DSIG] KISA, KCAC.TS.DSIG v1.30, AztAE &

[KCAC.TS.ENC] KISA, KCAC.TS.ENC v1.21, &5 &1
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: Use of accredited Certificate for Personal IDentification,
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6.3 UCPID Z2Q1Q1ZA

UCPID AlH-E- &RIR15A Z2mkd
71401 Aoz FFE 4 9k, T

A QS| HO R E W %‘ﬂ 957129 3 L%ﬁoﬂ b2
ZAXE 7S AFgSfoF ¢

7. UCPID HAIA] 4

ot Z2AA(UCPID) AH|Lo|A AREEE HAAES EE

Stal ZF w4 o BES Rt AR|2olM AR EE HAAER [17H2]
oF Zo] Zpzre] AAFA N oJsf A=, AAAY/deetEo] HEE.

0] 8Xt Isp HA S5 wa ss|H
(S2AAZ A2 5/W) (UCPID Z22I0|AE (UCPID A{H{) (UCPID AH{)
ISPReglnfo
Signed-Data Signed-Data
PersoninfoReq " || PersoninfoReq

UCPIDRequest Signed-Data UCPIDRespaonse
ISPReglInfo J| | UCPIDRequestEx ,| | Enveloped-Data

k-

UCPIDResponse Signed-Data

‘7 Enveloped-Data | |, UCPIDResponseEx
Aol EQo] 2BRE Personinfo UCPIDResponse

(HAICA = LTCA)

% 2 UCPID #AIA] 4
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7.2 PersonlnfoReq

MAFHZE 5O 9% (PersonlnfoReq) WA A= HAFELE T2

S| olne TAsok Tk
PersonlnfoReq ::= SEQUENCE {

userAgreement UTF8String,

—— MAABEAT R &35 FH

userAgree userAgreelnfo

—— ISPollA 8= 3= JJAARE & 5 AR 59 &
}
userAgreelnfo ::== BIT STRING {

realName (0),

gender (1),

nationallnfo (2),

birthDate (3)

—— ISPellA o= 3= JIJIABE & T AR 59 &
}

7.3 UCPIDRequest

UCPID 2% HWA|Z(UCPIDRequest)= Bg 52191573 A
A H (ISPReglnfo) = F/d ¥t}

UCPIDRequest®] ASN.1 Ed @4 t}o3} 2o}
UCPIDRequest i:= SEQUENCE {
issuerKeyHash OCTET STRING,
N l:ﬂ—:L Er_o]o §7]J,1r /\hﬂﬂzqii 4_01017»7] J‘7H7] ?SHH%)\'
cpCode PrintableString,
—— A FAAZF7)He] ISPel F93tE Z=(1244])
contentISPReqlnfo UCPIDContentInfo

—— contentISPReqlnfox ISPReqlnfo?] H&E(PKCS#7 data Type)
—— X+, ISPReqlnfo?] AAA =¥ e (PKCS#7 SignedData Type)

UCPIDContentInfo ::= ContentlInfo

—— CotentType2 [PKCS#7]°] AHol¥ id—data, id—signedData = 3}ufo|t}.

HAYHe}L ISP 8%
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contentISPReqInfo= ISPReqgInfoo] BEFE] T= HAMEEH FJeH =2 JAdfof
Eli=g

contentISPReglnfox % IZZEZA FAA
ISPReqInfo®] HEFHEZ AT, 18R] &2 ¢ ISPReqlnfo?] HA}A
B2 A4 stojof it

A FAUSAITAA TF AFTITe R HE Al FQI1E7|WF UCPIDSH
| A] 2] (UCPIDRequestEx) S A5, o]S AzpAHste] A F3tch,

7.3.1 ISPReglnfo

[SPRAYAEE= [SP AHARE [SP HQ JiAAH, ISP AAAE, H|E(Nonce),
ISP 7]&2Hi8& IS4, AXAEEH A8 EAlE 2 B8 Fo 2F
(PersonInfoReq)= EggHct,

ISPReqInfo®] ASN.1 B3 F41& oh2a Zt}
ISPReqlnfo ::= SEQUENCE A{

version UCPIDVersion,

—— w3

ucpidNonce UCPIDNonce,

—— H]Z(Nonce)E UCPID £3 9 298 AT A (replay attack) o=
—— FH ksl dFstr] A8 &8&

cpRequestNumber PrintableString,

—— ISP7} Fojst= AlAARE o] &a NAMFRE ISP7F edAS7]a
—— S25H ATy 9 &&

ispKmCert Certificatelnfo,

—— ISP¢] 7] &ul& JASAZ AA/ LT AS7|HAA ISP NAZR
—— & ¢t dEslste] AE Al &

signedPersonlnfoReq UCPIDContentInfo

—— AR AET L F8 F2o & (PersonlnfoReq)ol] o] -&A}

—— HARAE A7 2 AAAE S FLH(PKCS#7 signedData Type)

UCPIDVersion ::= INTEGER { v1(1) }

UCPIDNonce ::== OCTET STRING

CertificateInfo ::= Certificate
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7.3.2 UCPIDRequestEx

AA FRAJAS7IENA g FRIdS7|Eer Rl 83WAIX]+= UCPID 87
A2 (UCPIDRequest), H|ENonce), 521205718 MARE, AA FAAS71H
AHAYHE ZItolal AApA st Algd

UCPIDRequestEx ::= SEQUENCE {
version UCPIDVersion,
—— v
ucpidNonce UCPIDNonce,
—— HE(Nonce) & & Jﬂéﬂﬂr Z+ UCPID 8% 2 $9& AdFF
—— (replay attack) 2 F-¥ <HA3IA AF3t7] 93] &8
caKeyHash OCTET STRING,
—— QA FAAZT7|H AEARZ FAJAS/E FAN7] &A%
caRequestNumber PrintableString,
—— A FRAJNFT7IHO] FAst= MAARE o]&xe MJAAHRE
—— QA FRAQAS7IHe] Ty FRAMSVIHEREH Agr] &)

—- g8

contentUCPIDRequest UCPIDRequest

—— A TALF7I AN AT UCPID 23 HAIA]

—— UCPIDRequest W contentISPReqlnfo i data type &= X

7.4 UCPIDResponse

UCPID -8 HIAA[(UCPIDResponse)+= &g 3211572 AEAES} FostH
7H 1A B (Personlnfo) &2 <-4d Ft}.

UCPIDResponse®] ASN.1 & 4|2 o3+ 4t}

UCPIDResponse  ::= SEQUENCE {
1ssuerKeyHash OCTET STRING,
—— Ug FAMSVIH AEARRE FAJS7IH FIH7] 4wk
status UCPIDStatus,
—— 83/&H HAIA Y dH
contentPersonlnfo UCPIDContentInfo OPTIONAL
—— contentPersonInfos= PersonInfo®] ¥+ (PKCS#7 data Type)
—— X+ Personlnfo?d 43 & (PKCS#7 envelopedData Type)
—— 433} Y& Personlnfo?] ZHAAMHE e

- 10 -
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—— (PKCS#7 signedData Type)

}
UCPIDStatus ::= SEQUENCE {
statusCode UCPIDStatusCode,
statusString PKIFreeText OPTIONAL
}

UCPIDStatusCode ::= BIT STRING {

okay (0),
badRequest (1),
tooBusy (2),
undefined (3),
badStructure (20),
unsupportedVersion (21),
unableToDecode (22),
badSignature (30),
notAuthorized (31),
unsupportedSignature (32),
invalidSignature (33),
systemFailure (40),
invalidCertificate (41)

contentPersonlnfot= UCPIDStatusCode®] #to] ‘okay’ ¢l 749 WIEA] I r|ojof
sty 11 o]99] Ztel AL contentPersonlnfoS AAISHA] b=t}

T

contentPersonlnfo+= Personlnfo®] HEJH E+= d23td Fef=z A stofof
gt deotd JHE Adste B T SRS ARAEAALT = AR
M & d2stofof qtty. doste] "agtt 7EHlE 54 ISPReglnfool X
FH ispkmCerts 83t

contentPersonlnfot= A% IZREIZA HAAMY dSsl7p o]FolA
Personlnfo®] BRFHZ sk, 127 %S A9 Personlnfod] &
G2 A4 stolof gk @, ol 87 FAAZSAL] W FAZI) @
o171yt A5 S AL, contentPersonlnfor= FQIC1ZE7]H7t ©
HE 9ol deste ez AB/Adstoior it destH ez A4 Al [PKCST]
FAL £gsiol AAAY F Fosh sholof gk

O (

o
ok i, N
ot O ogh Ho

11 -
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7.4.1 Personlnfo

MR S48 (Personlnfo)= o84 FRNFA] LR, FAAZA A,
ISPAERR, AARE, FE719 SR [SPoH 23 AAYRE EHATITE

Personlnfo ::= SEQUENCE {
version UCPIDVersion,
-—- HA
ucpidNonce UCPIDNonce,

—— H|X(Nonce):= UCPID 874 ¥ 23 AAF 4 (replay attack) o=
—— HH SHH3tA dEsr] Al &85 e = ISPReqlnfod]
—— ucpidNonceZt™ <

cpRequestNumber PrintableString,

—— ISP7} H-ofst= AlAAR=Z o] &4 /NG EE ISP7F &19s7]
—— S2HH ATy 9 &&

certDn Name,

—— ol g% FAATA 17T

cpCode PrintableString,

—— A FAAZ 7] ISPol FstE Z=(1244E])

ci PrintableString,

—— o] &xY AAXE(PEM)

di [0] PrintableString,

—— o] &#e TE7IY SAIA R (PEM)

realName [1] UTF8String OPTIONAL,

—— ol gAe) AH

gender [2] PersonInfoGender OPTIONAL,
—— o] &2 A { 44(0), F4(1) }

nationallnfo [3] PersonInfoNationallnfo OPTIONAL,
—— We=d AR { W=<21(0), F=A) }

birthDate [4] NumericString OPTIONAL

PersonInfoGender ::= ENUMERATED {
female (0), —— oz}
male (1) —— =}

PersonInfoNationallnfo ::= ENUMERATED {
resident (0), —— =9l

- 12 -
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foreigner (1) == =4

7.4.2 UCPIDResponseEx

g FAJS7IHOA A IS TIEReR HUle= 8 WA=
UCIPID -$HHAZ(UCPIDResponse), H|ZE(Nonce), &<2I0157|¥ AMAHAAR,
718 AEAPRE Etetal, AAMgste] Al

re
.
ok
rO
rO

UCPIDResponseEx ::= SEQUENCE {

version UCPIDVersion,

—— 4

status UCPIDStatus,

—— 83/&H HAIA ] H

ucpidNonce UCPIDNonce,

—— H E(Nonce)& 3%U57]&3E UCPID 84 ¥ $5& AAF4
—— (replay attack) 22 F-E otdsA A5t H13) &&= o=
—— UCPIDRequestEx 9] ucpidNonce%kJJr Y

caKeyHash OCTET STRING,

—— A AL HEARE FAJASTIE NI S Ek
caRequestNumber PrintableString,

—— AAFAAT7IHol Fosts AAFERZ o] &2 JHRIARE
—— AAFRANFZT| o] g FRARJNFTV|HOZHE] A FHT] 93]

— zg
contentUCPIDResponse UCPIDResponse
—— g US| A BT UCPID SEHIAA

8.1 7/
FTAAFA o871 Au2e] G4ste SJeire AR o2 Auls FAE]
N 2| ZF Ale] Thstelof she, o] SIsiME EEshd AR A0l B4

oltt. & ZholEFRINAE of2fet HAIA] Ao tisiA Zedt.

- 13 -
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8.2 74 2 A9

2 sfolEatelo g 7h Aula A2 7k BAE 9
ghth. WAlA] Wb Aol ALgshE ZaEE dd uAA
7ho] ol ol 2| T4 XSl Hs) et

B slolEaelo it A4Ease 98] Wast A28 7k olRoixe WA
o el AR Z|&ste 1 gre] A2E R A Ae] el RS ekt

83 A4 n2EF

ZAAFA 08714 AulzolA AgEE A% ZREDS ofdst Ze /|
Q 4TAGS WEaof Gk,
- FAEE TZEFL A§ste] 22 Ameteld] AFo] sbsdlo} Atk
- QIEY JNelA WgHOR AgHE DRZERS Sgdjof Tt

o 715l lofA o] ThHset FHjolofof it

8.4 HSt 2EE

JAe|Ulef 9] thEAQl Het T2 EFL2 ofgfjel o] A

ok

o Sl
o YEZUP) A : IPSec
o EJ;AZE(TCP) #®¥ : SSL/TLS
o ofZg Aol ¥l : SSH, Kerberos 5
01315} o HIE e R Hob ZrEES A8l oA, FUQFA o8& 7]

FolMe oHEeiAlold Aol Hel, = wAA] Hets fisto], o

B g mE AL AEIHEE P

Z
®
ofd
r (o]
O
o[N
N
)
-
ﬂ\l_l

: PKCS#7 =& XML Signature
o AA FRANSIET B FUAJS7IH FF 1 PKCS#HT

PKCS#7 AL o|&3t wAA]E o]&dt= 7%, PKCS#7 HAZ] ol w|A]A]
do|E oJu|shi= 4Hfo|E HAZ]E F71itt,
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B stol=etelolq A8t XML AAHA
g8tm, X

g2 [RFC3275], [XMLDSIGIS At
ML €& 3H= [XMLENC]Z AHg3ich

FAAY HHE i) 18Pe} FANFI Wk Ae 2
% Sl

- 1
0]

Aoz SSL/TLSE AH&

St
=

8.4.1 PKCS#7 & 0|83t 4ot @ AxLAY
AZ(TCP/IP)E  o]g3%t AR HEwd

oAM= [PKCS7]e]  Signed—data
content type ¥ Enveloped—data content type 7124&

= =83
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HEZ 1, ASN.1 Ed F4

DEFINITIONS EXPLICIT TAGS ::=
BEGIN

—— EXPORTS All
—— The types and values defined in this module are exported for use

—— in the other ASN.1 modules. Other applications may use them for
—— their own purposes.

IMPORTS

Certificate, CertificateSerialNumber, Name, CRLReason, Extensions
FROM PKIX1Explicit88
{ iso(1) identified—organization(3) dod(6)
internet(1) security(5) mechanisms(5) pkix(7)
mod(0) pkix1l—explicit(18) }

ContentInfo
FROM PKCS#7

PKIFreeText
FROM PKIXCMP

PersonInfoReq ::= SEQUENCE {
userAgreement UTF8String,
—— AQARAF % FEF o
userAgree userAgreelnfo
—= ISPIlA Ha® st= /IIAE I8 F AMEA 59

ot

-
}
userAgreelnfo ::== BIT STRING {

realName (0),

gender (1),

nationallnfo (2),

birthDate (3)

—— ISPolA B8 = 3= JIJIAE &5 T AR 59 F&

UCPIDRequest ::= SEQUENCE {
issuerKeyHash OCTET STRING,
—— g FRARMFT7IH AHEARZ FRAJMS7H 7] 4wk
cpCode PrintableString,
—— QA FAAZF7#Eo] ISPol| Host= Z=(12418)

- 16 -
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contentISPReqlnfo UCPIDContentInfo
—— contentISPReqInfo+= ISPReqlnfo?] H&E(PKCS#7 data Type)
—— &, ISPReqlnfo?] AAAHHE e (PKCS#7 SignedData Type)

}

UCPIDContentInfo ::= ContentInfo

—— CotentType2 [PKCS#7]] A2 ¥ id—data, id—signedData & 3}i}o|t}.

ISPReqInfo ::= SEQUENCE {
version UCPIDVersion,
—- W3
ucpidNonce UCPIDNonce,

—— H] % (Nonce)E UCPID 8% ¥ §9S A<d¥ 2 (replay attack) o=

—— BH ddatA AEs] dAd B8

cpRequestNumber PrintableString,

—— ISP7} FAst= AAARZE o] &%} JeIARE ISP} o=

—— o=RY AFW] A T§

1spKmCert Certificatelnfo,

—— ISPY 7]1&H & QASAE A/ Tw AF7|HolA ISPE JHQIA R
—— & MHsHA dsstste dE A &8

signedPersonlnfoReq UCPIDContentInfo

—— AR AFT 2 & 5o 2% (PersonlnfoReq)ol] ©]&=}

—— AARAE M7 2 AR EE ZH(PKCS#7 signedData Type)

UCPIDNonce ::== OCTET STRING

UCPIDVersion ::= INTEGER { v1(1) }

CertificateInfo ::= Certificate

UCPIDRequestEx ::= SEQUENCE {
version UCPIDVersion,
—— 4
ucpidNonce UCPIDNonce,

—— H|Z(Nonce)= FAAZ57]# 7+ UCPID 84 2 S92 AAFT4

—— (replay attack) &2 F-F otAsIA AE3st7] Ha &8

caKeyHash OCTET STRING,
—— A FAAF71H AEAR=E FAJAS7H FA7] SlH w5k
caRequestNumber PrintableString,
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—— A FAAZ/Fe] Rolshe AMYRE o] §A AAYNE
—— A FAAZ ] AF FAAZTBORNY AT 93
—- 28

contentUCPIDRequest UCPIDRequest
—— A FRAJAZ7IHANA B E UCPID 834 HAIA|
—— UCPIDRequest W contentISPReqlnfo += data type &% =]

UCPIDResponse  ::= SEQUENCE {
issuerKeyHash OCTET STRING,
—— B Folol=y|d AEARE Folel=y|d F7] sl %k
status UCPIDStatus,
Y A NEER
contentPersonlnfo ContentInfo OPTIONAL
—— contentPersonlnfot Personlnfo®] H&(PKCS#7 data Type)
—— &+ Personlnfo? 43 & (PKCS#7 envelopedData Type)
—— 4 353le] UL Personlnfoo] AAAHE e
—— (PKCS#7 signedData Type)

UCPIDStatus ::= SEQUENCE {
statusCode UCPIDStatusCode,
statusString PKIFreeText OPTIONAL

UCPIDStatusCode ::= BIT STRING {

okay (0),
badRequest (1),
tooBusy (2),
undefined (3),
badStructure (20),
unsupportedVersion (21),
unableToDecode (22),
badSignature (30),
notAuthorized (31),
unsupportedSignature (32),
invalidSignature (33),
systemFailure (40),
invalidCertificate (41)
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PersonInfo ©:= SEQUENCE {

version UCPIDVersion,

—- W3

ucpidNonce UCPIDNonce,

—— H]E(Nonce)x UCPID &4 % w5 A3 A (replay attack)o =
—— 5 <tdaA AEshr] A& &&= o= ISPReqlnfo?
—— ucpidNoncegt¥ =«

cpRequestNumber PrintableString,

—— ISP7} H-ofst= AlAA R = o] &4 7HAGEE ISP7F & 2191<7]
—— S2RY A7 f &

certDn Name,

)

cpCode PrintableString,

—— A FAAZ7I#] ISPol| Fojsts Z=(12248])

ci PrintableString,

—— o]-&2¢ AAGE(PEM)

di PrintableString,

—— ol &Ae] 571 FJAAHE(PEM)

realName [0] UTF8String OPTIONAL,

—— o]&Ae] 4

gender [1] PersonInfoGender OPTIONAL,
—— o]&ae] A4 { 44(0), EA4(1) }

nationallnfo [2] PersonInfoNationallnfo OPTIONAL,
—— W= AR { H=21(0), &=21(1) }

birthDate [3] NumericString OPTIONAL,

—— YYYYMMDD 8x}2] zx}9] o] 82 Addd gr

PersonlnfoGender ::= ENUMERATED {

female (0), —— oAz}
male (1) == GrA:

PersonInfoNationallnfo ::= ENUMERATED {

resident (0), —— =<l
foreigner (1) —— 95

UCPIDResponseEx ::= SEQUENCE {
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version UCPIDVersion,
—— A
status UCPIDStatus,
—— 8F/e7 AR e
ucpldNonce UCPIDNonce,

END -

—— HZE(Nonce)= &5 7]¢ 3+ UCPID &3 9 $95 AdsH
—— (replay attack) . 22X ¥ <td3A A45357] 8 85+ oz
—— UCPIDRequestEx®] ucpidNoncedtd <

caKeyHash OCTET STRING,

—— A FRIANS7IH AHARZ FAJAS7IH T HAw%
caRequestNumber PrintableString,

—— AAFTAYNZF 7] FoJst= AAFER o] &2 MNIAARE
—— AAFANF7Ho| TF FRAAFT7IHZREH A ity 943
—-— 88

contentUCPIDResponse UCPIDResponse

—— &g JdF718AAN AT UCPID S HHAA

2L

g

o

of UCPID
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