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A AFA T2l T
Digital Signature Certificate Profile

1.7 &
2 JANAE HAAAERE wel IS SJAHRAMEJASAAY  FR1Q15 7]
F-FA FRAJNFAMHIAE Algol=d o] BEHoz Q= HAAATE F2AQ0SA

3.1 =9 2% ¥ 4

[X500] I[TU-T Recommendation X.500 (1997) | ISO/IEC 9594-1:1998,
Information technology — Open Systems Interconnection — The Directory
. Overview OF Concepts, Models and Services

[X501] ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2:1995,
Information technology — Open Systems Interconnection — The Directory
S Part 2 0 Models

[X509] ITU-T Recommendation X.509 (1997) | ISO/IEC 9594-8:1998,
Information technology — Open Systems Interconnection — The Directory
. Authentication Framework

[RFC2119] IETF RFC 2119 (1997), Key Words for use in RFCs to Indicate
Requirement Levels

[RFC2459] IETF RFC 2459 (1999), Internet X.509 Public Key Infrastructure
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3.

4.

4.

Al

Certificate and CRL Profile

[RFC3280] IETF RFC 3280 (2002), Interner X.509 Public Key Infrastructure
Certiticate and CRL Profile

[WAPCert] WAP-211-WAPCert—20010522-a(2001), WAP Certiticate and CRL
Profiles

[RFC3850] IETF RFC 3850 (2004), Secure/Multipurpose Internet Mail Extensions
(S/MIME) Version 3.1 Certificate Handling

2 3 BZ 2 4

[KCAC.TS.DSIG]  KISA, KCAC.TS.DSIG, v1.30, #IRIA1E eF72)Z 174, 2009

[KCAC.TS.CRLPROF] KISA, KCAC.TS.CRLPROF, v1.50, ZRpIE ol&4] gEigz] 2
g &= ZZnpd 72 2009

[KCAC.TS.NSACA] KISA, KCAC.TS.NSACA, v1.11, FIoIFA] FAIE Qe 7]z
74, 2009

[KCAC.TS.SIVID]  KISA, KCAC.TS.SIVID, v1.21, #/&H o5 o]&st 2olsto] =
774, 2009

[KCAC.TS.DN] KISA, KCACDN, v1.21, ZRIZIZZA] DN 722 2009

[KCACTSHSMU]l  KISA, KCAC.TS.HSMU, v1.90, HOFEZ 7JHF F9J0]54] o] &
]2 774 2009
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omst= Ae= [RFC2119]8 &3 thait 22 QulE Zdr,

71 Sokgitt, ool FAGT (715 1 M)
BHEA] E5eslof g,
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7H DN : Distinguished Name, 2]'"HE%
1} ASN.1 : Abstract Syntax Notation One, 4
t}) CPS : Certification Practice Statement, 15
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6.1.1 ¥ (Version)
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Time,
Time

SEQUENCE {

notBefore

notAfter

Validity ::
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AlZF AH(Time)= GMTZ EHASHH 204947F% UTCTime A4S AREstaL
205092 E|E= GeneralizedTime 3412 AF&35[oF St

6.1.6 A-FAHSubject)

AFA BEE FRARJEA AFAY WS DN FA oz FActH HIEA
s 7hAoF @t o]7]A DN @41 [KCAC.TS.DNI& &438foF gt

6.1.7 252 57171 A X (Subject Public Key Info)
$71 Bl) AR HeE Ao B et STRlE 9 ] AR e
SubjectPublicKeyInfo ::= SEQUENCE ({

algorithm AlgorithmIdentifier,
subjectPublicKey BIT STRING 1}

dlgorithme  ¢1elZ0] 1§ ARE ODE Uehje A8s: gueze
[KCAC.TS.DSIGIE F5=5floF sitt.

mlm

7] AR SHFEEE JASAE APstet AR 571 iRl
A

AuthorityKeyIdentifier ::= SEQUENCE {

KeyIdentifier [0] Keyldentifier OPTIONAL,
authorityCertIssuer [1] GeneralNames OPTIONAL,
authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL

Wz Iie Adsh) st Keyldentifier®t  authorityCertlssuer,
authorityCertSerialNumberg& 25 ARgslof Sttt Keyldentifieres WAt 15419
A2 3071 AR FHFET 9] subjectPublicKey #Ha SHA-1 d1g|&Fo=z d4lgh
1608 E 3k& OCTET STRING FEjz #%eict,
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o] - = non-—critical2 A= ojoF Sict,
6.2.2 252 57071 2E2H(Subject Key Identifier)
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SubjectKeyldentifier ::= Keyldentifier

Keyldentifiere= 15AW AFAF 37071 AR SAEEO] subjectPublicKey g
SHA-1 g1alZoz sf4]ste] 1608E e OCTET STRING FE|2 A}
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7] AHgEA SFUEL AFAC] ZFH LA AV AgHE BAL

KeyUsage ::= BIT STRING {

digitalSignature (0),
nonRepudiation (1),
kKeyEncipherment (2),
dataEncipherment (3),
KeyAgreement (4),
keyCertSign (5),
cRLSign (6),
encipherOnly (7),
decipherOnly (8) 1}

A7 ASAE= 7] A=A SHEEY o= KeyCertSignyt cRLSignes AR
afjoF 5}, AFEA} 91F A= digitalSignature®t nonRepudiationg ARg-3fjoF SHch.

7HdA 2ZEfol= o] SFEEE A2 4 Qlojof s o] FHFTEE critical =

A eoiof S,
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6.2.4 A5 A A (Certificate Policy)
AFH AH FPUEL AZAE Wgctdl HEH AFVIBe] AFH FALS
Uebdich
certificatePolicies EXTENSION ::= {
SYNTAX CertificatePoliciesSyntax

IDENTIFIED BY id-ce-certficiatePolicies }

certificatePoliciesSyntax ::= SEQUENCE SIZE(1..MAX) OF PolicyInformtation
PolicyInformation ::= SEQUENCE {

policyldentifier CertPolicyld,
policyQualifiers SEQUENCE SIZE(1. MAX) OF PolicyQualifierInfo OPTIONAL}
CertPolicyID ::= OBJECT IDENTIFIER
PolicyQualifierInfo ::= SEQUENCE {
policyQualifierId  CERT-POLICY-QUALIFIER.&id
({SupportedPolicyQualifiers}),
qualifier CERT-POLICY-QUALIFIER. &ualifier

({SupportedrolicyQualifiersH@policyQual ifierd}) CPTICNAL)

policyldentifier SHIEEE  IFA Aol digk OIDE oz Zeth
policyQualfiers sFJEEE [KCAC.TS.NSACA]E F45t%] cPSuri®t userNoticeE
Agafok gk,

= non-—critical® A&k, ¥
o Ag At ow, ARE

non-—critical2 AAS A

R/

Ko
=

AFA AW oY SFREL AFANL FALY HT AFA FHY AFAu|A
G AFH AL WolSolng sk B9l AHgHL
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| S HAAASIIE A5 A A
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42 HAS UEWH, identityData

T WolAd ALgE= St AEARE el 5
D AEARS A A F 9= [KCAC.TSSIVIDIE FdoF gict. 7
ANSAE A H Hbgo g ARGSEaAL She -9, rfe822Nameof| AHgARR] o

SubjectAltName ::= GeneralNames
GeneralNames := SEQUENCE SIZE(1..MAX) of GeneralName
GeneralName ::= CHOICE{
otherName [0] OtherName,
rfc822Name [1] IASString,
dNSName [2] IASString,
X400Address [3] ORAddress,
directoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IASString,
iPAddress [7] OCTET STRING,
registeredID [8] OBJECT IDENTIFIER }
id-Kisa-identifyData OBJECT IDENTIFIER ::= { id-attribute 1 }
identityData ::= SEQUENCE ({
realName UTF8String,

userInfo SEQUENCE SIZE (1..MAX) OF
AttributeTypeAndValue OPTIONAL }

AAZ/T U AgA AFAE AA AWHRE Agotel B SPWES
sfok stul, 7tdAt AZEgell o] SFWES A2 4 glojof deh,

S E = non-critical2 A4 E]ojof it
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6.2.7 22 A WA (Issuer Alternative Name)
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BasicConstraintsSyntax ::= SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint  INTEGER (O..MAX) OPTIONAL }

A58 FRARJMS 71T QAFA = cA SHIEES] gte & TRUEE 7t
521915718 1F5 A= pathLenConstraints 5h¢] BEQ] Loz 02 7HZIth o] 24
Il critical® AAREH RE 7192} ATEQ o]l o] WEE A sjjoF i},

6.2.9 HA At (Name Constraints)
HA Al SFYEEE= AGAF H2E 9 AGAF ojA 33 YA ARREE HA Y
9IS Aga
NameConstraintsSntax ::= SEQUENCE ({
permittedSubtrees[0] GeneralSubtrees OPTIONAL,

excludedSubtrees[1] GeneralSubtrees OPTIONAL }

GeneralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree
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GeneralSubtree ::= SEQUENCE {
base GeneralName,
manimum[0] BaseDistance DEFAULT O,
maximum[1] BaseDistance OPTIONAL }
BaseDistance ::

::= INTEGER (O..MAX)

BH AP AZHN 722 AL Ao qaARt weIsn 627014 Felgt
467 T4HR Y B 5ol HA8H7 etk o SPAEL A8 AFAolE
zoE]A] Tolof s, lEr|Te Mo AT £
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ek

AWEL critical2 AAEH BE 71912 AT EY o] o] -

6.2.10 A& A3H(Policy Constraints)

34 A yEE

1—

rr

ol Het JEE e

=

o}

ASA A HAY a4 3 ASA FH o] of

policyConstraintsSyntax

: 1= SEQUENCE({
requireExplicitPolicy [0] SKkipCerts OPTIONAL,
inhibitPolicyMapping [1] SkipCerts OPTIONAL }
SKkipCerts ::

::= INTEGER (O..MAX)

o] EPWEL

Tolol=AT ol

B ASAoTt  critical2 A& & o]
requireExplictPolicy st¢ &

Rk
o 08 AMESH AFER 1EA0 AEA AU
AZstolof g,

BE 79l AZEYelL o] SgEE

gEEA yed 5 s

]
Zo| tigt OID&E yehdct,

A

extKeyUsage EXTENSION ::

SYNTAX SEQUENCE SIZE(1..MAX) OF KeyPurposeld

-10 -
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IDENTIFIED BY id-ce-extKeyUsage }
KeyPurposedId ::= OBJECT IDENTIFIER

id—-Kkp-timeStamping OBJECT IDENTIFIER ::= { id-kp 8}
id-kp—-0CSPSigning OBJECT IDENTIFIER ::= { id-kp 9}
FRIIZF71He] OCSP AH-E 2 AIHERRIE QIS4 F% o] SHEEE FIEA|
AFgSfob 51 critical® AAEoloF a1, RE JIQIat AL Eol: o] FHLUEE
ol

S 7HdA AR AFA e AR 77 [KCACTS.HSMUlS &&37t Het
ol Bdd AF olE AsAl BASH] $sl id-kisa-HSM AE2+E
o] AL UL non-critical2 AA = oJof 611, 71} AZEQojoA o] &4

T o
"eo] Aele Ao @t
id-Kisa-HSM OBJECT IDENTIFIER ::= { iso(1l) member-body(2)

Korea(410) Kisa(200004) npki(10) attributes(1l) Kisa-HSM(2) }

6.2.12 ¢1&A 3842 2 Hzx5= Eujy(CRL Distribution Points)

A GHARA W HARE Ruld BPPEL AFAY YRS Stelshe
HOR AZA GUAA B MARSLS AgSHe A9 oF ST 5 Uk
veEEY Aol 94 PuE tehdct
cRLDistributionPoints EXTENSION ::= {
SYNTAX CRLDistPointSyntax

IDENTIFIED BY id-ce-cRLDistributionPoints }

CRLDistPointSyntax ::= SEQUENCE SIZE (1. MAX) OF DistributionPoint
DistribuiontPoint ::= SEQUENCE ({

distributionPoint [O] DistributionPointName OPTIONAL,

reasons [1] ReasonFlags OPTIONAL,

cRLIssuer [2] GeneralNames OPTIONAL }
DistributionPointName ::= CHOICE {

fullName (0] GeneralNames,

nameRelativeToCRLIssuer [1] RelativeDistinguishedName }

11 -
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TNV} AFEA} 9F A= o] B E9] distributionPoint SFEEE WIEA]
ZotsfloF stH, o] 749 DistributionPointName.fullName2 Idap F4¢] uRl JHE
AbgsfoF gtk sl 91EAe] CRLol ZHHCRLS %ol cRLIssuer sIZEZS
HFEA] Zetsfof gt

o] SFHELX ARG oF St non-critical®2 AAEH, RE 7R AZEol=

#2fsfiof it

O

I AR AT BPWEL AFAE FFY QW O ARE ASsug
SHe 9ol AHgHP] AZ717 Fuo] W2she Wy 2L ANAE S ngd

AuthorityInfoAccessSyntax ::=
SEQUENCE SIZE (1..MAX) OF AccessDescription

AccessDescription ::= SEQUENCE {
accessMethod OBJECT IDENTIFIER,

accessLocation GeneralName }

id-ad-calssuers OBJECT IDENTIFIER ::= { id-ad 2 }
id-ad-ocsp OBJECT IDENTIFIER ::= { id-ad 1 }

SR
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A2 ofloF ettt id-ad-ocspE AFEOF ocsp AlH|O Hlotr] {9t
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RS 1 ARAPAFAA FAAFH D20 Qo

) 7|24
Aol
# Iy ASN.1 type Note - H| 11
° P R4 | A9
1 |Version INTEGER 0x2(HA 3) m m
2 |Serial Number INTEGER A=st m m
Issuer [KCAC.TS.DN] %4 m | m
3 type OI_D ! C(Country)+= printableString, 1 m m ol
e printableString o19]] £A7ES. uefSStri m m
va T = utf8String o £/482 utf8String
Validity o1z @ Cpsel WAm|l ™ | m
4 | notBefore UTCTime D m m | [2]
notAfter UTCTime B v m m
Subject [KCAC.TS.DN] &4 m m
5 |..LYPS OI.D ; C(Country)¥= printableString, 1 o Pl 1]
printableString
value EL uefSString o]2]9] £AJFh-2 utf8String m m
Subject Public Key Info m m
. AAAYRJASAA daE 7]
6 | algorithm OID 277 o_i_%\_o = m m
subjectPublicKey BIT STRING m m
7 |Extensions Extensions m m
[1] |CG=KR,O=KISA,0U=Korea Certification Authority Central, CON=KISA RootCA At
[2] |[CA%} client+= UTCTime ¥ GeneralizedTime R5E X|Qsl= A2 AT

- 14 -
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2) SHHEE
o H
# =k ASN.1 type Note ;];_?Ci;; H| 1L
Authority I.<.ey Identifier AFelolEs|T OlZAL 7
1 KeyldeptIerr OCTET STRING 272 gio] opjoz = < | x
authorityCertlssuer GeneralNames M2 PAsHA] oS
authorityCertSerialNumber |[INTEGER TeETE i
: o subjectPublicKey g H 2]
2 |Subject Key Identifier |OCTET STRING ) m | m
1608 E 3}413k
3 |Key Usage BIT STRING KeyCertSing, cRLSign o | m
Certificate Policy o | m
policyldentifier OID FAFQQIZ7| T oA A o | m
policyQualifiers o | m
PolicyQualifierld OID CPS, UserNotice o | m
4 Qualifier o | m
CPSuri [A5String FAFRIET T SHjo]A] 4 o | m
UserNotice 0 | m
NoticeReference |[SEQUENCE - | -
ExplicitText BMPString TORIZA HAIGFA F4¢ o | m
Policy Mappings
5 issuerDomainPolicy OID =27V AgelE 11 o | m
subjectDomainPolicy  |OID
6 |Subject Alternative Names |otherName id-kisa-identifyDatacl] 2r=41 o | m
7 |lssuer Alternative Names |otherName id—kisa—identifyDataol| 2= x | x
Basic Constraints m | m
8 | cA TRUE m | m
pathLenConstraint INTEGER =277 Ag ol 1E o | m
Policy Constraints o | m
9 | requireExplicitPolicy |INTEGER o | m
inhibitPolicyMapping |INTEGER - | -
Name Constraints
10 | permittedSubtrees GeneralSubtrees o | m
excludedSubtrees GeneralSubtrees
11 |Extended Key Usage OID X | x
CrIDistributionPoint 0O | m
12 | distributionPoint DistributionPointName [ARL 25 AH o | m
reasons ReasongFlags 0 | m
cRLIssuer GeneralNames TS ARLEFA] AFS- o | m
Authority Information Access
13| accessMethod OID Td ad-calssuers, X X
id-ad-ocsp
accessLocation GeneralName

- 15 -
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L 3AAS7IE ARAY JASA e

1) 7122

A

# gcdg ASN.1 type Note - H| 31
° P A4 | A9
1 |Version INTEGER 0x2(H A 3) m m
2 |Serial Number INTEGER Az m m
Issuer [KCAC.TS.DN] %4 m |.m
3 type OI_D ! C(Country)+= printableString, 1 m m

| printableString o] Asdgho .
vatue T = utf8String o199 £/48t2 uti8String m m
Validity AgZs 1 Cpse] WAm M| m
4 | notBefore UTCTime o g7t 2 m m
notAfter UTCTime T T m m
Subject [KCAC.TS.DN] &4 T
5 |- YPS OI.D . C(Country)+= printableString, 71 m m
1 printableString PO .

vatue E+= utf8String o]9]9] £/ utf8String m m
Subject Public Key Info m m
6 algorithm OID m
subjectPublicKey BIT STRING m m
7 |Extensions Extensions m m

- 16 -
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2) SEe
o H
# Hr o ASN.1 type Note ;]:_?ﬁ;; H| 1L
o
Authority Key Identifier m | m
1 Keyldeptifier OCTET STRING A e BE AL m | m
authorityCertlssuer GeneralNames m | m
authorityCertSerialNumber |[INTEGER m | m
) . subjectPublicKey g H 2]
2 |Subject Key Identifier |OCTET STRING ) m | m
16011 E 3l4]%k
3 |Key Usage BIT STRING KeyCertSing, cRLSign m | m
Certificate Policy m | m
policyldentifier OID R11Z7]H Q154 A m | m
policyQualifiers o | m
PolicyQualifierld OID CPS, UserNotice o | m
4 Qualifier o | m
CPSuri [A5String Folol=y|d CPS 4 o | m
UserNotice 0 | m
NoticeReference |[SEQUENCE - | -
ExplicitText BMPString TORIZA HAIGFA F4¢ o | m
Policy Mappings
5 | issuerDomainPolicy OID -
subjectDomainPolicy |OID
e ET TS
6 |[Subject Alternative Names |otherName 17(115 s%:;izrgfyl)ataﬂ] SUL m | m
e ele
7 |Issuer Alternative Names |otherName g 71;;1 é(}i;;%Dataﬂ SCal o | m
Basic Constraints m | m
8 cA TRUE m | m
pathLenConstraint INTEGER 0 m | m
Policy Constraints m | m
9 | requireExplicitPolicy |INTEGER 0 m | m
inhibitPolicyMapping |INTEGER - | -
Name Constraints
10 | permittedSubtrees GeneralSubtrees o | m
excludedSubtrees GeneralSubtrees
11 |Extended Key Usage OID X | X
CrlDistributionPoint m | m
12 distributionPoint DistributionPointName [ARL 95 A& m | m | [1]
reasons ReasongFlags 0 | m
cRLIssuer GeneralNames T ARLEFA] AFS- o | m
Authority Information Access
id-ad-calssuers,
13| accessMethod OID _ X X
id-ad-ocsp
accessLocation GeneralName
[1] lurigt 22 ldap://hostnamel[:portnumber]/dn[?attribute] FA A&

- 17 -
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D 722 E - 3RS 7IH AAAEE JISA Zrutddt
2) SEE
A
# gcdg ASN.1 type Note C H| 1
i P B4 A7)
Authority Key Identifier m | m
Keyldentifier OCTET STRING o nE e m | m
! authorityCertlssuer GeneralNames VP RlE mE AR Y m
authorityCertSerialNumber [INTEGER m | m
] i AHo
2 |Subject Key Identifier |OCTET STRING [fubjectPublicKey =) 1

160H|1E. 3415k
Digital Signature,
non-Repudiation

3 |Key Usage BIT STRING

(@}
8
8

Certificate Policy

policyldentifier OID Folol=7]| Q1=A A m | m
policyQualifiers m | m
PolicyQualifierld OID CPS, UserNotice m | m
4 Qualifier c| m | m
CPSuri [A5String BR1RIZ71 CPS T4 m | m
UserNotice m | m
NoticeReference |SEQUENCE - -
ExplicitText BMPString FololEA FEAHE &4

=
=

5 |Policy Mappings -

6 |Subject Alternative Names |otherName

5
8
8

B
7 |Issuer Alternative Names |otherName Lﬁs}aﬂ—;dﬁnufyDataﬂ] e n| o | m
BEEES
8 |Basic Constraints -] x X
Policy Constraints - - | -
10 [Name Constraints - - -
11 |Extended Key Usage OID c| m | m
CRL Distribution Point m | m
12 distributionPoint DistributionPointName |[CRL &5 AXH o lmo | m [1]
reasons ReasonFlags 0 | m
cRLIssuer GeneralNames ZHHCRLEFEA] AHE o | m
Authority Information Access
13| accessMethod OID id—ad~-calssuers n| o | m|[2]
accessLocation GeneralName
14 |OCSP No Check OID id—pkix—ocsp—nocheck | n| o | m | [3]

[1] |urigt© & ldap://hostnamel[:portnumber]/dn[?attribute] @4 A&

1 |OCSP APTE AIZAT FAAET el Faote AFole FEA 4
AHeeg QM Aol A8k g

OCSP AH-& shortlived JASAE ‘*0“%_} 751_?— AHe

ANAENE AFA 9] H9ole AHEEHR] g

(3]

- 18 -
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o QAN B AFA BFE AFA ZRukd
D) 71225 ZRJS7E AR ASA ZEudy} 5
2) SEE
=5+ AdAT H] 1
# gcy ASN.1 type Note FYIEE |
Authority Key Identifier m | m
1 KeyIdgntifier OCTET STRING 37]—1] %}\_% RnE }\]__g_ 7777777 m | m |
authorityCertlssuer GeneralNames m | m
authorityCertSerialNumber [INTEGER m | m
) o subjectPublicKey X 2]
2 |Subject Key Identifier ~|OCTET STRING ) m | m
1601 E 3l41%k
3 |Key Usage BIT STRING KeyCertSing, cRLSign m | m
Certificate Policy m | m
policyldentifier OID Zolel=7| T ol=A A m | m
policyQualifiers o | m
PolicyQualifierld OID CPS, UserNotice o | m
4 Qualifier o | m
CPSuri [A5String BR1RIZ71 CPS T4 o | m
UserNotice o | m
NoticeReference |SEQUENCE - -
ExplicitText BMPString SUANFA BATE =5 o | m
Policy Mappings
5 | issuerDomainPolicy  |OID -
subjectDomainPolicy |OID
e EE
6 |[Subject Alternative Names |otherName 176%%1? s;édérgfyDataﬂ] B m | m
7 |Issuer Alternative Names |otherName g 71]?_;1 é%rg%Dataﬂ] SGAN o | m
Basic Constraints m | m
8 | cA TRUE m | m
pathLenConstraint INTEGER 0 m | m
Policy Constraints m | m
9 | requireExplicitPolicy |INTEGER 0 m | m
inhibitPolicyMapping |INTEGER - | -
Name Constraints
10 | permittedSubtrees GeneralSubtrees o | m
excludedSubtrees GeneralSubtrees
11 |Extended Key Usage OID X | X
CrIDistributionPoint m | m
1 distributionPoint DistributionPointName |ARL EE& AH m | m | [1]
reasons ReasongFlags 0o | m
cRLIssuer GeneralNames ZHHARLEFEA] A o | m
Authority Information Access
id-ad-calssuers,
13 | accessMethod OID } X X
id—ad-ocsp
accessLocation GeneralName
[1] |urigt 2 Idap://hostname[:portnumber]/dn[?attribute] &2] AL
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ob 71lA AR AZA meodl

D REE  FRINET AL AFA Z2udi 5
2) g
# Hcry ASN.1 t N AT | 3
ncHy .1 type ote C 373 [ 43 H| 1
Authority Key Identifier m | m
1 Keyldentifier OCTET STRING |9Fg#F el=A49] KeylD m | m
authorityCertlssuer GeneralNames "I'm | m
authorityCertSerialNumber |INTEGER m | m
2 [Subject Key Identifier |OCTET STRING ~ [SupjectPubliciey R m | m
3 |Key Usage BIT STRING Eg%lfﬂeifg‘;tt‘fgi ¢l m | m
Certificate Policy
policyldentifier OID aLoJo]Z=7] 3 oA A m | m
policyQualifiers m | m
PolicyQualifierld OID CPS, UserNotice m | m
4 Qualifier b| m | m]|I[l]
CPSuri IA5String zolol=7|1 CPS &+ m | m
UserNotice m | m
NoticeReference |SEQUENCE - -
ExplicitText BMPString SQSA BAFE = m | m
Policy Mappings
5 issuerDomainPolicy OID S
subjectDomainPolicy  |OID
id-kisa-identifyData®l  7}4A}
6 |Subject Alternative Names otherName AL VI fy o e
rfc822Name 7 F”Z} olmd —r/‘ o | m|[[2]
7 |Issuer Alternative Names |otherName 1d—_l<;s]ei}1%$r£§¥Data°1 AL n| o | m
8 |Extended Key Usage OID %E;—HSI\/D AL, | o (3]
Basic Constraints
9 cA FALSE - | x X
pathLenConstraint INTEGER
Policy Constraints
10 | requireExplicitPolicy |[INTEGER - - | -
inhibitPolicyMapping |INTEGER
11 [Name Constraints - - -
CRL Distribution Point m | m
12 distributionPoint DistributionPointName |CRL & AH pl.m | m (4]
reasons ReasonFlags - -
cRLIssuer GeneralNames ZFHCRL 9HEA] AHS o | m
Authority Information Access m | m
13 | accessMethod OID idd—adiodcspc alssuers, | | g (5]
accessLocation GeneralName m | m
[1] [AA$H Heto] A5t AF 5= A% non-—criticaldA, o]l critical 4 AL
(2] (AR ® Hero] AR3lalzt ot= A% rfc822Name 34 B
[3] [[KCAC. TS.HSM]Q] HetEEZ 7]utd AL HoER Q%Z}(id—kisa—HSM) Abg
[4] [urigt© 2 ldap://hostnamel: portnumber]/dn[7attr1bute] HAA AR
[5] [AASH Holo| AFESIAF o= 7S id—ad—calssuers ’*Ji@ Al
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v1.00 | 2000¢ 29 |[“"AZATE QIEA mEod's A7

v1.10 | 2004 64

- 6.2.4 01=A A SHE 248 criticalof|A] both® #7
- 0.2.6 T4 thA| ol SET o AREA} oW FA Yt
v1.20 |2005¢ 12¥ | 6.2.13 w32 AR HL SAIHE=9] ic—ad-—calssuers

o] &HH HA
- BE L AAAEASAA FRIQFA T2l QoF 74
IR AR AZA9] A AR R
AP 739 T 7] AR Extended Key Usag) & A8 5
QL= ShE], &AL non—critical & #2l= AEixlglog A
S ek RME AN 1EA Zeside) ok
A=A (extended key usage) &4 HH

% &4 non-critical, 4 (0), 22|(0)

v1.50 | 2007 34¥

C3E 2y mE 9 1A A4 g bk
v160 | 2008 10€ | WE BEAS/ oY WE ARANG @AHs de
nefstel WEgoz Y
- FRARNSA FS AA AL wE e dgE WA
2 o
v1.70 | 20093 9€ He i L
LA el QFA MEE 9FA ZEudg 2= 9
gtgog F7t
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