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Distinguished Name Specification
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2 5479, OID, o,
9 Be 5o Aojeh AA-Ae] B 2TAY L DN T4 FAL

[X500] ITU-T Recommendation X.500 (2001) | ISO/IEC 9594-1:2001,
Information technology — Open Systems Interconnection — The
Directory . Overview Of Concepts, Models and Services

[X501]

ITU-T Recommendation X.501 (2001)

| ISO/IEC 9594-2:2001,
Information technology — Open Systems Interconnection — The
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[X509]

[X520]

[RFC2119]

[REC2247]

[RFC2252]

[RFC2253]

[RFC2255]
[RFC2256]

[RFC3039]

[RFC3280]

[PKCS9]

[WAPCert]

32 =W B&F

Directory . Models

ITU-T Recommendation X.509 (1997) | ISO/IEC 9594-8:1998,
Information technology — Open Systems Interconnection — The
Directory . Authentication Framework

ITU-T Recommendation X.520 (2001) | ISO/IEC 9594-6:2001,
Information technology - QOpen Systems Interconnection — The
Directory . Selected Attribute Types

IETF, RFC 2119, Key Words for use in RFCs to Indicate
Requirement Levels, 1997

[ETE, RFC 2247, Using Domains in LDAP/X.500 Distinguished
Names, 1998

IETF, REC 2252, Lightweight Directory Access Protocol (v3):
Attribute Syntax Definitions, 1997

IETE, RFC 2253, Lightweight Directory Access Protocol (v3):
UTF-8 String Representation of Distinguished Names, 1997

IETFE, RFC 2255, The LDAP URL Format, 1997

IETF, RFC 2256, A Summary of the X.500(96) User Schema for
use with LDAPv3, 1997

IETF, RFC 3039, Iaterner X.509 Public Key Infrastructure
Qualified Certificates Profile, 2001

IETF, RFC 3280, Internet X.509 Public Key Infrastructure
Certificate and CRL Profile, 2002

RSA, PKCS#9 v2.0, Selected Object Classes and Attribute Types,
2000

OMA, WAP-211-WAPCert—20010522—a, WAP Certiticate and
CRL Profiles, 2001

2 74

[TTA-X509R2]  TTA, TTASIT-X.509/R2, fJ#Ez] XAH ol= ma]olel=

H5 2000

[KCACTS.CERTPROF] KISA, KCAC.TS.CERTPROF, v1.70, FREA1T Ql53A] T2

e 774, 2009

[KCAC.TS.CRLPROF] KISA, KCAC.TS.CRLPROF, v1.50, FRA/E o]=4] GEl3z]

o gz EE2 mne ;72 2009
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3.3 7]&
[ISTF-018] ISTF, ISTF-018, &/o/57/77F §fo &S ¢fer PKI #=
2002, http://www.istf.or.kr
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) OID : Object Identifier, Z4A] 2]'#2}
th UTF8 :

7H DN : Distinguished Name, 1-f ©]&

Universal Transformation Format, 8bit
2h) ASN.1 : Abstract Syntax Notation One

oh) RDN : Relative Distinguished Name

6. AAMGRJASEHAA DN +4 = £

2 %4 A9

6.1 DN 4

DN sholde] RDNe| A& 7HAAL A4 Folof
6.2°14 Aol £4& F8soF 5l DN ASN.1 94

Name :: CHOICE { rdnSequence RDNSequence }

RDNSequence ::= SEQUENCE OF RelativeDistinguishedName

DistinguishedName ::= RDNSequence

RelativeDistinguishedName ::= SET SIZE (1..MAX) OF

AttributeTypeAndValue
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AttributeTypeAndValue ::= SEQUENCE ({
type AttributeType,

value AttributeValue }
6.2. DN &4 # 9]

cheld] Aolg DN £459 ASN. @Al
EL [RFC2256]2 wetol shol &4zke] Adidel: 5=
A DN &4 Aol 28slok gt
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oS T AS I3t
commonName ATTRIBUTE ::= {
SUBTYPE OF name

WITH SYNTAX DirectoryString {ub-common-name}

ID id-at-commonName }

6.2.2 Surname

R olge] e vehe 44
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o,
lo
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ol
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surName ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-name}

1D id-at-surName }

6.2.3 Serial Number

J

S TSP SIet S0 opgel dhelis AN HojsA) ehec
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serialNumber ATTRIBUTE := {
WITH SYNTAX PrintableString(SIZE(1. . ub-serialNumber) )
FQUALITY MATCHING RULE caselgnoreMatch
SUBSTRING MATCHING RULE caselgnoreSubstringMatch
1D id-at-serial-number }

6.2.4 Country Name

ZFIAE &3 =78 UEilZ] fIRt £4dolH ofHor 'CE ARgslof gttt
4482 ISO 3166 T2 +85F] WA PrintableString = 24F& FASHof

st

¢

countryName ATTRIBUTE := {

SUBTYPE OF name

WITH SYNTAX PrintableString(SIZE(2))
-- 15O 3166 code only

SINGLE VALUE TRUE

SUBSTRING MATCHING RULE caselgnoreSubstringMatch

ID id-at-countryName }

6.2.5 Locality Name

7R SRt A 9S UEZ] 9t S0l ofder LS ARgSfof ¢

ol
oL
&

localityName ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX DirectoryString{ub-locality-name}
ID id-at-localityName }

6.2.6 State or Province Name

At &5t EAG 2HE Ueh] 918 S40lm ofoR S EE ST
ALgsloF gt

stateOrProvinceName ATTRIBUTE := {
SUBTYPE OF name

WITH SYNTAX DirectoryString{ub-state-name}
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ID id-at-stateOrProvinceName }

6.2.7 Street Address
7HIZY AFste AW e WXTE UEY] $IRE SA4oiw ooz

STREET'S ARgajof g},

streetAddress ATTRIBUTE := {
WITHSYNTAX
EQUALITY MATCHING RULE caselgnoreMatch

SUBSTRING MATCHING RULE caselgnoreSubstringMatch
ID id-at-streetAddress }

DirectoryString{ub-street-address}

6.2.8 Organization Name

organizationName ATTRIBUTE := {

SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-organization-name}
ID id-at-organizationName }

6.2.9 Organizational Unit Name

B
2] AZAOR ¥
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ALk FAAFZ7| TS QUL R AccreditedCAE AHg-3floF gt

organizationalUnitName ATTRIBUTE := {

SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-organizational-unit-name}
ID id-at-organizationalUnitName }
6.2.10 Title
T

1—

AQATL &3 zAolMe] A9E UERlY] 918 &4olH okgem T
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TITLE & AR&sfiof ?tt.

title ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-title}
ID id-at-title }

6.2.11 Business Category

R BARHE Aol FRE dely] A% 400 el ik
2 FA0lA Helsh) e,

businessCategory ATTRIBUTE ::= {

WITH SYNTAX DirectoryString {ub-business-category}
EQUALITY MATCHING RULE caselgnoreMatch
SUBSTRING MATCHING RULE caselgnoreSubstringMatch

ID id-at-businessCategory }

6.2.12 Given name

7FdzEe]  BEIEARQl o]lEE  UEE  HAdoiw  gHoe=m G &
‘GIVENNAME & AR&3&fjoF ghct,

rr

givenName ATTRIBUTE := {

SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-name}
ID id-at-givenName }

6.2.13 Initials

7RIAF o8] ofolE Upehfi: &4ole] o= T Ei INITIALS & A8
ok ek,

initials ATTRIBUTE ::= {

SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-name}
ID id-at-givenName }
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6.2.14 Generation Qualifier

7tdAE o] 52l Hulels Uetdle £/4d01m el dsiME &AM Ao
SHA] =t
generationQualifier ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-name}
ID id-at-generationQualifier }

6.2.15 Unique Identifier

407 DNo| A AL4E A9 olg FHshy] olgt &40z opie| ﬂioHHL
B A HolohA] eheth. A AlEA, A2A, YA, EelAdm So] &
gom Agd 4 9k
uniqueldentifier ATTRIBUTE := {
WITH SYNTAX Uniqueldentifier
EQUALITY MATCHING RULE bitStringMatch
ID id-at-uniqueldentifier }
Uniqueldentifier = BIT STRING
6.2.16 DN Qualifier
7479l RDNE 517 flet £42o=2 offd dsids & F40A
gelstAl et
dnQualifier ATTRIBUTE := {
WITH SYNTAX PrintableString
EQUALITY MATCHING RULE caselgnoreMatch
ORDERING MATCHING RULE caselgnoreOrderingMatch

SUBSTRING MATCHING RULE

ID

6.2.17 Pseudonym

caselgnoreSubstringMatch
id-at-dnQualifier }
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Hzte] "ot @S ehhs AF &4
FANA BefshA e ohgel
Zgfof ek,

Jol HisfiAle &
1 Ei—ﬁ— [RFC3039]1&

pseudonym ATTRIBUTE := {
WITH SYNTAX DirectoryString { ub-name }
ID id-at-pseudonym }

6.2.18 Domain Component

S

ZHdzte] EHlQl FAa5 YEr] ffst S0l oo DCS Atgslior it
= qrA°] 7led DCe A 3 FAd 3dg42 [RFC2247]= F8-3foF otrh.
(
0.9.2342.19200300.100.1.25
NAME “dc’
EQUALITY caselgnore[A5Match
SUBSTR caselgnorel A5SubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE

6.2.19 emailAddress

ZR1Ae] E-mail F48 Ueiz] g &4ols ok
ofgfo] £4 FAL [PKCS9] EFA 7|e= J
emailAddress ATTRIBUTE := {

WITH SYNTAX IASString (SIZE (1..pkes-9-ub-email Address))
EQUALITY MATCHING RULE pkcs9CaselgnoreMatch
ID pkcs-9-at-email Address

6.2.20 rfc822MailBox

b

197k0] E-mail F48 UERi7] 18 S40lm opde] dalAE B FAeA
olata) et

rfc822Mailbox ATTRIBUTE := {

- 10 -
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WITH SYNTAX [a5String (SIZE (1..ub-rfc822-mailbox))
EQUALITY MATCHING RULE caselgnorelabMatch

SUBSTRING MATCHING RULE caselgnorela5SubstringsMatch

ID id-rfc822Mailbox }
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FE5 1 AAAEJASTHAA DN £44 9]
497 ob | &4 ey | ] asn =g d
=
commonName {id-at 3} CN 64 DirectoryString
surName {id—at 4} SN 64 DirectoryString
serialNumber {id—at 5} - 64 PrintableString
countryName {id—at 6} C 2 PrintableString(SIZE(2))
localityName {id-at 7} L 128 | DirectoryString
stateOrProvinceName {id—at 8} S/ST 128 | DirectoryString
streetAddress {id—at 9} STREET 128 | DirectoryString
organizationName {id-at 10} @) 64 DirectoryString
organizationalUnitName | {id—at 11} Oou 64 DirectoryString
title {id—at 12} T/TITLE 64 DirectoryString
businessCategory {id—at 15} - 128 | DirectoryString
givenName {id—at 42} G/GVENNAME| 64 DirectoryString
initials {id—at 43} I[/INITIALS 64 DirectoryString
generationQualifier {id—at 44} - 64 DirectoryString
uniqueldentifier {id—at 45} - 64 BIT STRING
dnQualifier {id—at 46} - 64 PrintableString
pseudonym {id—at 65} - 64 DirectoryString
domainComponent 0'9'231%26'119;20300' DC 64 [AS5String
emailAddress 11'2'840' 13549.1.9 E 128 | TA5String
rfc822MailBox 0'9'203.41%'01.?230030 - 128 | TA5String
- ¢ Not Defined
1) &4 432 Ha2ZAE TFESH 22

2) DNo| =|tfZol= 256 HIO|E=Z @ st

3) DirectoryStringR 2 Ed == DN HMZ2 [RFC3280]2 &85t 20034 12& 31
ol=ol= siY HMUS UTF8 AEZ(UTF8 String) 22 E35 et

% id-at OBJECT IDENTIFIER::= {joint-iso-itu(?) ds(5) attribute(4)}
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5 3. AAAYJASEHEAA DN +4 4]

O ARAT dSd=AH

o C=KR, O=KISA, OU={Korea Certification Authority Central}, CN={KISA
RootCA 2}

Y OU=AccreditedCA,[CN], [domainComponent]

r

o C=KR, O=3<191Z7|74", [OU={Sales, OU=AZAH}], [CN={7}g=z}to]E&2}],
[DC={www, DC=Sales, DC=.com}]

O W8 7Fd=

o C=KR, O=F2lZ7ayV [OU={AccreditedCA}], CN={7}g]z}to]=2},
[E={admin@aaa.co.kr}]
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